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Functional Safety

® IEC61508

o  “Functional Safety of Electrical/Electronic Programmable Electronic Safety-related System” , &
20| 7tset A2 /-AF A|ARIC| V& QM (Functional Safety) BE w4
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® IEC 61508 0j|A 2|5t Functional Safety
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1ISO 26262

® 150 26262 EZ0| 32
|

1. 80{(Vocabulary)

2.5 Overall safety management

2. 7| =¢84 2| (management of functional safety)

2.6 Safety management during development

3. 74 ©A(Concept phase)

4. ° & 71'4: A2H Y (Product development : System level)

4.5 initiation of product development at the

4.11 Release for production

2.7 safety management after release for production

7. 4 & % 2FY(Production and
operation)

systam level 4.12 Functional safely assessment
3.5 ltem definition 4.8 Specification of the technical safety 4.9 Safety validation
3.6 Initiation of safety lifecycle requirements 4.8 Itam integration and testing 7.5 Production
3.7 Hazard analysis and risk 4.7 System dasign 7.6 Operation, Service and

assessment
3.8 Functional safety concept

5 HEW: steNo A
(Development : Hardware

6 HE/W: AZEHO AW
- (Development : Software level)
. 6.5 Initiating of product

level) development at the SW level

5.5 Initiating of product | 6.6 Specification of SW safety
development at the HW requirements

5.6 Specification of HW safety 6.7 SW architectural design
requirement 6.8 SW design and implementation
5.7 HW design 6.9 SW unit testing

5.8 HW architectural metrics 6.10 SW integration and test

5.9 Evaluation of violation of the 6.11 Verification of software safety
safety goal due to random HW requirements

failure

5.10 HW integration and testing

8.5 Interfaces with distributed developments
86 i of safe

8. X ¥ =2 M A(Supporting process)

8.10 Documentation

. and ety req 8.11 Qualification of SW tools
8.7 Configuration management 8.12 Qualification of SW components
8.8 Change management 8.13 Qualification of HW components
8.9 Verification 8.14 Proven in use

9. ASIL 9 oH® S4lo| #4(ASIL-oriented and safety-oriented analysis)

9.5 Requirements decompaosition with respect to ASIL tailloring 9.7 Analysis of dependent fallures
9.6 Criteria for coexistence of elements 9.8 Safety analysis

10. 710 E2}21(Guideline on I1SO 26262)




1ISO 26262

® ASIL (Automotive Safety Integrity Level)

O Probability of exposure (Ef48 2-=F) + Controllability (E4|21) + Severity of failure (&2t4d)

1 c2 c3
E1 aMm am am
E2 am am Qam
51
E3 aMm am
: o T
E1 aMm am Qam
E2 am am
S2
E o e
E
E1 am am
. o e
S3
E
E4 B C D

S : Severity, E : Probability of Exposure, C : Controllability



1ISO 26262

® Part 3 - 714 EHA|(Concept Phase)
O g E=2 Ho|E 7|EtS 2 Hazard 241 & Risk B7tS E5l| ASIL &Y
O 3.5 ltem Definition
B e EF CE S50 924 F9|
O 3.6 Initiation of safety lifecycle
B APHEESD EHE 250 71, OFd ™ 7|0 Cist &2s32 J9
O 3.7 Hazard analysis and risk assessment
B L S50 DS WHAIF = Y =5 Y AE
A

[L = "
MY S WILM, OFY SE, QY B4 U MW} oFM SHo| i3t Bl 2|5 BIME A2t

ola{ie
. TI%I'EI 1 = = T .

M

O 3.8 Functional safety concept
B HASH=ZEREEH 7|5 27A =5 9 2t 7|5 Q7ANS OFF [Ellx{of &
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@ Part 4 - A= 78t . A|AHE! 2| (Product development : System Level )
Orl Y Wt A2

- IT = .
O 4.5 Initiation of product development at the system level
B A[LEIfES] ZH ME THA0A Q| 7|5 QHHd 52l Mo
A AEM, 7HE 2= S8 2 HAE A=A,

B Z=HE A=
O 4.6 Specification of technical safety requirements
B V=4 oM 2FA BN 2 EM A4S
B 7|54 Ot QFAG HM A, AIAE A= H A 301 AHZIAM
O 4.7 System Design
B e =9 7|5 ¢t 24Ale 2 0|F 7|4het Iﬁ%' A Y V= ol THE hY
B U[=4 ot NG, AAE A HMAM, SIEYO] AZEQ|0 2E 111|0I£ FMAM, ALE HS BN, 2Hd &
HAE S OH 7 ARO| A|AR HA HH2|R| S
FE|AEl A

MEDN

O 4.8 Item Integration and testing
FOHM QT ARS| HAM|QF ASIL 2570 w2

ql HAE A 2N, S8 HAE HMA, S8 HA

e £2 E¢f

N
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1ISO 26262

@ Part 4 - A= 744t : A|AE! g|H(Product development : System Level ) (con’t)

O 4.9 Safety Validation
B O =H &5 2 Als L ot =H]IF %

- T = —

B 20 A=A, &0l HEM

ol

| @-dE Aol et 2H IS

O 4.10 Functional safety assessment
B i E=0 oo EME Vs otHd "ot

B Vs g B ELN

O 4.11 Release for production
B Ve =9 2t/ do| ciet A 7|&E Ee|R EA

—/

=
B LS 95 YRIZ B DN



1ISO 26262

@ Part5 - A= 7§ : SI=2I0] 2f|# (Product development : Hardware Level )

O 5.5 Initiation of product development at the hardware level
B SIERIY 7HE 2 TA0N Vs oY s AlE +E
m CHH AEAN
O 5.6 Specification of hardware safety requirements
B StEQO] oFd 24 ARS BAM| & SHEQ|0 oY QAT S
B StEQO] ohd QFARS BAMIA, SHEQ(O] AT EQ0] QIE{T|O[A FHMA(HIS), SIELIO o Q7HAr &
HIM

OIN

O 5.7 Hardware design
B AAE A BN SIERO] OHH A0 TS SHEYO] HA|2F SIEHO A S
B StEQ0] A FHAMA, SIEAO et M B M, SIEQ0 EA 4S5 BN



1ISO 26262

@ Part5 - A= 7§ : SI=2I0] 2f|# (Product development : Hardware Level )
O 5.8 Evaluation of the hardware architectural metrics
W SI=R0] OB S =0 IHE OF7 [Elx Bt
B OP|EX 2y &AM, OF7[ElY gatd BIt H4E BN
O 5.9 Evaluation of violation of safety goals due to random hardware failures
W OHd =ZHO| flHis= 2[A39 It V|E ¢
W OHd =H 28 24, SIEQIN 54 M|, otd =87 2ls Bt 2|/ BN
O 5.10 Hardware integration and testing
W StEQO] oFd 24 A &4 0 R B
B SiEQ0 S L EHAR E0N



1ISO 26262

@ Part6- A= 7 : AT EQ|0 2f|#! (Product development : Software Level)

O 6.5 Initiation of product development at the software level

B ATEQOf JHE ZF CHA0M O] 7|5 HHN && A& &8

B QHd A= AZEQC AS AE, A 2 2T Jto|E2tel & A& Jto|=2tel
O 6.6 Specification of software safety requirements

B ATEQ0f ot AN A L ATEQN otH AL AS

B ATEQ0f Ot SFALE HMA ATEL0 HE AEM ATEQN HS B
O 6.7 Software architectural design

B AIEQ|0] Of7 ||| HA| 1

B ATEQ0] Of7[HX HAMA, Ot AHEIM, ATEQ0] QHH QAL HMAM, ATEQ|0] HS B0
O 6.8 Software unit design and implementation

B AIEQ0 T BM 2 73, 34 25

B AZEQIO| T A YNM, AREQO| TP T8, ABEQ 0| HZ BIN



1ISO 26262

@ Part6- A= 7 : AT EQ|0 2f|#! (Product development : Software Level)
O 6.9 Software unit testing

B AZEQN THelQ] 7|sH o+ &l

B AZEQN S A=AM, 2ZEQ0] S MM, 2ALEQIN 45 BN
O 6.10 Software integration and testing

B AZEQO Y = ST 2 0P [HA 2A4 83

B AIEQof S AEM, ATEQ0 HS YHAM, 2ZEQI0 A4S E10AM, YH|TIE AT EL0]
O 6.11 Verification of software safety requirements

B UHCIE AZEQ 0o ATLEQ0f Ot 27 ALE 3l 210l

B AZEYO| AS AN, ATEQ0] 2Z YNM, AZEY 0 AF BN



1ISO 26262

@ AIZEQ0 AS THA0A{2] ASIL HE
O 6.9 Software unit testing & 6.10 Software integration and testing SHAO|A] ASIL S20| T2} 2= g0l CI2

++ : Mandatory, + : Recommended

[#1] £ Hlae 2y [5 4] AnEQ0] B8 HlAE Wy
CRET ASILEE e oLs3
A B Cc D A B c D
1a SR 7B HAE ++ ++ + ++ 1a SFAE T EAE ++ ++ + ++
b SIEH0]A HAE +s s ++ s b Qe A HAE s 4 e +4
ic g 79 HAE - + + 4+ ic g 72| HAE - + |+
1d THE ArEE HAE + + + s id A ISR HAE - + + +4
1e BEn) FE0| Hog-u H|TE HAE (Fhsd A + + +4 44 e R4} A0 w4y HAE (HsEt 2P - + 4 +4
ke [ 5] AmEw0l B8 HARS HAS Aol 55 Wl
HAE AO]: =& WY s ASL §3
A B c D HIAE HOJA &5 why
1a STAE By <+ ++ ++ e & = £ 2
1a BTAE B ++ ++ +4 +4
1 55 S~ S 3 B S Bt Wl M b =5 SeHA A4 U Y R
1; %Zlﬂaz;zf : +: +: +: 1c 270 @ B - e ++ ++
d o F£d - + + +
e e e oiea [ 6] £0E00f 07 S 2 del 7= Hualx] X|7
FE A A B C D F= AR A ‘:5.- g‘i =
1a T AH2lx| +H | +H + +
b 7] A21x] PR TN T ta £+ FHEI + | |
c WCIDC (92 570 AHeIR) v [ v |+ |+ e =8 e Gl B el B

6.9 Software unit testing 6.10 Software integration and testing



1ISO 26262

® Part7 - A4S 2H (Product and Operation)
O 7.5 Production

B O 2 VN ER0| A T2 M|A Y A R A
W A AN, A SAH AR, A S BN, dat T2 M| A AZF FIFE A
O 7.6 Operation, service (maintenance and repair), and decommissioning
B 0 EE A2 22 GA|
m

22 AEM, 42 A2, O 2 Y, WE AL

— = =

o



1ISO 26262

® Part9 - ASIL & ot Z 4o 2M(ASIL-oriented and safety-oriented analysis)

O 9.5 Requirements decomposition with respect to ASIL tailoring
B =2 ASILS82 25t= Safety RequirementE Y2 ASIL S22| 02 7le] 242 2|

O 9.6 Criteria for coexistence of elements
B 225/ QAS0 Cist 7|2SS Mt

L1 O

B ASILSE0[ HA = A2 Og 4 AS

IO

O 9.7 Analysis of dependent failures
B Safety RequirementE £4617| 2ol L7 &= §52 245 7H9| 7HJ0| Ydst= T At S 2 QIS 2= ©A|
O 9.8 Safety analysis
B X 7|5 Y 3o A FZ0|LL 240 Cist &
B oM SH FE= Ot 2FAEHS Qute 4+ s 2A
A

B T EM0 QS WIS 0| [0 124 R| UQUE A2 function 2 non-funcional Y& Q| A0 7|0



DO-1/8C

® DO-178
O 37|, iz, 28y HX O3] st 22 S8 A|AH D} ZH|0f 2E|= AZE 0o ASS 2Tt EA1
O  A|AHEIOFHTHILARP 4761)E E5f| ATEQ 0 S20| ZA = (Design Assurance Level)

Level Failure condition Objectives With independence

A Catastrophic < 1x109 71 33
B Hazardous < 1x107 69 21
C Major < 1x10- 62 8
D Minor 1x10-s 26

E No safety effects N/A 0 0

® DO-178C2| 5% tiZ

O <5 oMM & ot Atile 918 2 =224 Dofi7t 37| fE20f ¢S 2| U2 Jeqslore

o O =
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1o
Ho
o
Wy ny M

O &
O wlet ot Swolg &de
O

® DO-178ColIA &4 74 LHE
O 2 AZEQ0 e Ve YRR 7ehoie & ES

O DO-178B 704 Hals}



DO-1/8C

® DO-178C=7[2422 DO-178B2 HIAES HEE 7
AlotLt 5 M52 =718

O DO-330 (AZEQ0] &7 AZ 1)

B QISE & ATEQ0f 7HEof AL &= =0
Lester AN SHE Y& 5th, =4 A4
He st 58 2-E A3
O DO0-331 (2&7|gt 7 L AZ)
B O EXHE sii&sty| /s 22 7|et o 2 23S
2 st EE XA
O DO-332 (HA2[3F 7|& L oA 7|=)
B A R[S 7|=0f TSt ATHet 7to|ERtRlS 2§
5t0] 7|=
O DO0O-333 (3% 7|8)
B ATEQOQ 74 Y U ASS st £5H4 7

4k 71"

DO-330

(Software Tool Qualification
Cansideration)

DO-248C
(Supporting Information
for DO-178C)




DO-1/8C

. D O 1 78C - _|___-(|>-=” O‘I 7H % |—§! , 7H %I" %%‘:'I- —%— 3 J I'Zl _Ql |_|fe | SYSTEM ASPECTS RELATING TO SOFTWARE DEVELOPMENT - SECTION 2 |
CYCle E ?__l?l_gl_ | SOFTWARE LIFE CYCLE - SECTION 3 |
— O
. . SOFTWARE LIFE CYCLE PROCESSES
O  Software Planning Process - Section 4 | SOFTWARE PLANNING PROCESS - SECTION 4 |

O  Software Development Process - Section 5 SOFTWARE DEVELOPMENT PROCESSES - SECTION 5

SOFTWARE REQUIREMENTS PROCESS

O Integral Process - Section 6

SOFTWARE DESIGN PROCESS

INTEGRATION PROCESS

| SOFTWARE CODING PROCESS

INTEGRAL PROCESSES

| SOFTWARE VERIFICATION PROCESS - SECTION 6 |

| SOFTWARE CONFIGURATION MANAGEMENT PROCESS - SECTION 7 |

| SOFTWARE QUALITY ASSURANCE PROCESS —- SECTION 8 l

| CERTIFICATION LIAISON PROCESS — SECTION 9 l

| QOVERVIEW OF CERTIFICATION PROCESS - SECTION 10 |

| SOFTWARE LIFE CYCLE DATA - SECTION 11 |

| ADDITIONAL CONSIDERATIONS — SECTION 12 |




DO-1/8C

@ AIEQ0 A& T2MA(1)
@)

ATEQ|0 2= %* A&l (PSAC, Plan for Software Aspects of Certification)
B QI3S7| 0| HQtel ATEQ0 MH 27|71 27&|l= AT EQ0] R|HET 2o 4S5H=AlE ’a"’gﬁi | LloiM &&
B A2EIL ATEQN /L, Q13 NejAtet, ATEQ0 MY 27| ATEQ0 MH Z7| 40|, ¥4 S2 T

O AIZEQ|0 7iE A=l (SDP, Software Development Plan)
B AITEQO Y T MARLEEs 2|10 ME FI|E AA|
|

-u-‘_rLAl'OI' A—| | |:01| [HO}A]IEO_MO.I Ez 2—|0| AI[EO_”O.I 7|.| |-§|.7-6| 249_|

O AIZEQ|0 A= A=l (SVP, Software Verification Plan)
|

5
22/0] 3o, ALEQ0] 43 Z7|0f0] QIEHIO|A, ST AS W, Y| HHWAIY L 24 =70 B, 05 =
7

—



DO-1/8C

F2t2| A=l (SCMP, Software Configuration Management Plan)

o X |0 Algl =2 AM|A(2)
O A2IDEQIN Y
B 4 eE V=
O i, T BHE MY, I AER VIEM, 24 Vs, BHED, HE SA|, HE EE,
m e W EF
O I FE H[o|A2RlN =AY, ZAH 2| EE HE HEE Y e|R S8 2
O AIZEQIN E4 E3 A& (SQAP, Software Quality Assurance Plan)
B SQAE3E, SQA 7| oM FAH BN, 24 BY 50 250 HHE WH 27| Mo 22 SQA 2351 SQAEZ
M 23 A|E0] Cial 2|
® SQAZH
O He, 22 2, QIHIO|A BE, Az}, & 58 49
® SQAES
AT EQ0] WHEVI0f Chet 2|57, ZAt 52| B2 B3, ZAd 2|ZE, 24, 4 A2 &5 7=



DO-1/8C

|H

ATEQO] 7 T2 MA
O

E9llof 2TAZ
)

A2E 2TAHY,

(SRP, Software Requirement Process)

A 27, Ho|ME =S4l
20| MA| (SDP, Software Design Process)
o

TAXZ O

4T o

A =2
TAHES S5 A

AXX O

T -

TAPe, ATDEQO 2 EM EE
& (SCP, Software Coding Process)

(SIP, Software Integration Process)
, Compile, Linking, Loading H|0|E{E Z3li Executable Object Code, Parameter Data &= OIY ==
Software Design:
A 2~H @ Software Low Level
= Requirements )
TAFEF (High Level) Requirements and
9 Architecture

Software Coding

Software
Integration

Executable
Object Code



T2 M2(1)
HZS T2 M|A (SVP, Software Verification Process)

22 21 EHAES S5) PARS 0B ol

ZEQIol S Atell, 23, 4S 24, 2AL

Coverage requirements

Level E =
Level D 100% requirements coverage
Level C Level D + data/control coupling and 100% SC
Level B Level C+ 100% DC
Level B + 100% MC/DC coverage and
Level A o . -
verification of source-to-binary correlation

H1. Software verification coverage requirements by DAL

o
B AZEQ0 Y LHOM LIEtE A= 2
a 2

o

iz—l H|O| E- =
" '”O| 1 == @ DAL : Design Assurance Level
@ SC : Statement Coverage
@ DC : Decision Coverage
@® MC/DC : Modified condition/Decision
coverage

Every statement in the program has been
invoked at least once

Every point of entry and exit in the program v v
has been invoked at least once

Every decision in the program has reached all v v
possible outcomes at least once

Every condition in a decision in the program
has reached all possible outcomes at least v
once

Every condition in a decision has been shown
to independently affect that decision's v
outcome

H?2. Criteria for coverage as defined in DO-178C



DO-1/8C

@ AIEQ0 e T2 MNA(2)
O

ATEQ0 YAtate| T2 M|A (SCMP, Software Configuration Management Process)
B IAAYE RN U 2AY, BAHED, HE SX L ZE, FY HE| ZA| S 852 Sofl 2820 U HEN HAHE 2ES Fostn e
B A ZENHAOM SEE 2| Ho| It 2 F FFES e

HZ T= M4 (SQAP, Software Quality Assurance Process)
2t ATERQO] M 27| Z2MALL AZE HO|E|7F 27 A0 BH=EE|=2|, 280| E/F7H/FA /60 E =l=4], 28 M 7| 40|87t QIS

)
2T 122 Bt

O QS AA T2 M2 (CLP, Certification Liaison Process)

B AR QIS 7|2 (Certification Authority)ZH0ll Q15 IS O1EA & AQUZ| Helot Holste T
H Q= 7|&0| Planning, Developement, Venﬁca‘uon, Final ReviewS £ali5t 1 A= Q17|20 4|75t O|#-E sl Z.

AMAZH= PSAC(Plan for Software Aspects of Certification), SAS(Accomplishment Summary), SCl(Configuration Index) & A&

- o



1SO-26262

® FMVSS

O 2| d7[Map2|of o

A,

F

S
—

A| AEIO)| T

o

(200 series), ==

ol

Z|(100 series), &= ©t

gt

=5
S 2

O

2oz 24

F

S
=3

7|Ef

al
=

754 (300 series)

N{J

S AH
- ©

O  ASIL(Automotive Safety Integrity Level)2t A|A

O AHz=YAre| a7}

ol
A

O AlYOIAM TojE| 2
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® KTL (Korea Testing Laboratory)

O

O O

® 0|20 ot=dadtEAHASH

AEA2|
ol AsS

LTASO| SZSE[USS HEHHC SA
£5t04 &0l (Verification), AR 29|
L7 9 AR 220 2
(Validation) ZIgH

AT EQ|0] MBI Life cyclelf A 4345t

L
IEEE 1012, EME 3100 & 7|t

UHL, O|R, HE, FF, MYBAHE 2OIZ cf4

=2 1 O ;=

1510
22ets Ao = ¢S

o=z g

7| HATY, SRS G BAIH AT S

o 7|2E0| U

Software V&V Process

Cust d Customer needs
ustomer needs catichiad
Authorization & Recognition Compatibility Analysis
System development ACTIVITES
Software Development » Softwa <
are Developmen re
PR Software RISK MANAGEMENT release (012 \wl w
W
£
Verified system
software -
. i
Software Requirements Software SYSTEM A .
analysis Testing }E’ 7\'“"
Rt i
Software Requirements ified i : 2
Specification(SRS) S mt:ogftr::t::
Software Software integration & oz gn Y
ARCHITECTUAL design integration testing ‘k. N
w
Software Development .
Specification(SDS) Verified code
A
Software Detailes A Software unit Software unit ﬂfﬂ ‘H’I |
design implemention VERIFICATION \\ N!’ A7
Soft Configuration M

Software problem resolution (Anomaly resolution)

Software reliability analysis



=LH2| Certification 7|,

® A3z} A ZALO| FMVSSE &4+ot7| ot= 7|

@ EituR| o= AR SO et 7 A Y AY WIS LY

rulru

B FAA(Federal Aviation Administration)
® 0= wEF oot s dz 7|2
@ 3SIZ4A£0| 0t S2|2 Ciotst
® I3V MY AZ, 2, 2 37t

£ o
= —

o>
O
-~
B

o uzgJH

O 150-26262
B SPID, TUV-SUD, BizPeer, SLEXN
O DO-178C

B  MOASOFT, SLEXN



